ITamsTka
AJist o0yqarommxcst 00 HH(POPMaLMOHHOM 0€30NaCHOCTH AeTel

HEJIB3A

1. Bcem moapsin cooOmaTh cBOK YacTHYI HHPOpMAIHIO (HacTosme uMsl, pamMuinio, TenedoH,
ajipec, HOMep MIKOJIBI, a TaKkke (hoTorpaduu CBOH, CBOCH CEeMbU U Ipy3€il);

2. OTKpbIBaTh BIOXEHHBIE (DailsIbl AJIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS,
3. I'pyOuts, npuanparthcsi, OKa3bIBaTh AaBJICHHE — BECTU ce0sl HEBEKIMBO M arpPECCUBHO;

4. He pacnopspkaiicsi IeHbraMH TBOCH ceMbU 0e€3 pa3pelieHHs CTapIInX - BCErja CIpalInBai
poauTenent;

5. He Bctpeuaiics ¢ MIHTEpHET-3HAKOMBIMU B PEaJbHOM U3HHU - MOCOBETYICS CO B3pPOCIBIM,
KOTOPOMY JI0BEpsICLIb.

OCTOPO/KHO

1. He Bce mumryt npaBay. Unraems o cebe Henpasay B MHTepHETE — cO0OIIHM 00 3TOM CBOMM
POOUTECIIAM UJIN OINICKYHAM,

2. [IpurnamaroT nepenuchBaThCs, UTPATh, 0OOMEHUBATHLCS - POBEPD, HET JIU MOJIBOXA;
3. He3zakonHoe konupoBanue (aiiiaoB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIbIM O IIpoOiieMaxX B CETH - OHU BCErJa MOMOTYT;

5. Vcnonb3yit HacTpoiiku 0€30MacHOCTH U MPUBATHOCTHU, YTOOBI HE MOTEPSITh CBOM aKKAyHTHI B
COILICETSX U JIpYT'HX MopTaiax.

MO/KHO

1. VBaxaii Ipyrux noyib30BaTeieu;

2. Ilonp3yenibcst IHTEpHET-UCTOUHUKOM - JI€1ail CCBUIKY Ha HETO;
3. OTKpBIBaii TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4, O6H_[8.TBC}I 34 NTOMOIIBIKO B3POCIIBIM - POAUTECIIN, ONICKYHbBI U aAMUHUCTPALIUA CaliTOB Bcerga
IMOMOT'YT;

5. Ilpoiign obydenue Ha caiite «CeTeBHUOK» U MOJIyYd NaclopT HU(PPOBOro rpakaanuHal



NudpopmannonHas namMaTKa 1/ 00y4alOIUXCcs I pa3MeleHust Ha 0puumuaaIbHbIX
HNHuTepHer-pecypcax

C KaXJpIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ IIKOJLHUKU OJHU U3 CAMBIX
aKTUBHBIX IoJb30BaTene PyHera. Mexay TeMmM, IOMHMO OTFPOMHOIO  KOJIMYECTBa
BO3MOXKHOCTEH, HHTEPHET HECET U MpoOsieMbl. DTa MaMATKa AOJDKHA IIOMOYb Tebe 0e30IacHo
HaXOJUTHCS B CETH.

Komnviomepnoie supycot

Komnerorepublit BUPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX porpamm,
OTJIMYUTEIFHON OCOOCHHOCTBIO KOTOPOW  SIBJISIETCS  CIIOCOOHOCTh K pasMHOXKEHHI0. B
JOTIOJTHEHHUE K ATOMY, BUPYCHI MOTYT MOBPEAMTH WJIM MOJHOCTHIO YHUYTOXUTH Bce (Dallabl U
JlaHHbIE, MOJKOHTPOJIbHBIE I0JIb30BATENI0, OT UMEHM KOTOpPOro Obula 3amylleHa 3apakEHHas
mporpaMma, a Takke MOBPEAUTh WM JlaKe YHUUYTOXKUTh OMNEPAMOHHYIO CHCTEMY CO BCEMH
daitnamu B 11enioM. B 601bIIMHCTBE Clly4aeB pacipOCTPAHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

Memooul 3augumosl 0m 6pedOHOCHBIX RPOZPAMM:

1. I/ICHOHB3YI>'I COBPCMCHHBLIC OIICPALIMOHHBIC CUCTCMbI, UMCIOIITHUEC CepBéBHHﬁ YPOBCHDb 3alIUThI
OT BPpCAOHOCHBIX IIPpOrpaMMm;

2. IlocrosHHO ycTaHaBiMBail mnayTd (UMQpOBBIE 3alIaTKH, KOTOpbIE aBTOMATHUYECKU
YCTaHaBJIMBAIOTCS C 1I€JIbI0 JOPaOTKU MPOrpaMMbl) U Jpyrue 0OHOBJIEHUS CBOEH OnepaliiOHHON
cuctembl. CkaumBail X TOJBKO ¢ odunmanpHOro caiira paspadoruynka OC. Ecmu cymectByer
PEXUM aBTOMATUYECKOTO OOHOBIICHHS, BKIIFOUH €T0;

3. Paboraii Ha CBOeM KOMITBIOTEPE TI0]] IIPaBaMHu TOJIb30BATEINS, & HE aJMHUHHUCTpAaTOpa. JTO HE
TII03BOJIUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCA HAa TBOCM ICPCOHAIBHOM
KOMITbIOTEPE;

4. Hcnonb3yl aHTUBHPYCHBIE TNPOTPaMMHBIE IPOLYKTHI H3BECTHBIX IPOU3BOAUTEIEH, C
aBTOMaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Vcnonp3yll BHELIHHE HOCUTENM HHGPOpPMAllMU, Takue Kak Quielika, JUCK WM ¢ain u3
UHTEpHETA, TOJIbKO U3 MPO(EPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaill KOMIIbIOTEPHBIE (ailsibl, MOJyYEHHbIE U3 HEHAIEXKHBIX MCTOYHUKOB. [laxe Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydille yTouHM y HEro, OTIPaBJIsI JIU OH TeOe UX.

Cemu WI-FI

Wi-Fi - 510 He BUI mepeauu TaHHBIX, HE TEXHOJOTHs, a BCETO JIHIIb OpeH 1, Mapka. Eme B 1991
roy HuUAepiaHjacKas KommaHus 3apeructpupoBana Openn «WECA», dro o6o3Hauano
cinoBocovetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTHY.

Jlo Hamero BpeMeHH Jomnuia apyras abOpeBuarypa, KOTopasl SBISETCS TaKOW K€ TEXHOJIOTHEH.
Orto abbpeBuatypa «Wi-Fi». Takoe Ha3zBaHue ObLTO JaHO ¢ HAMEKOM Ha CTaHAAPT BBHICIINN
3BykoBo# TexHuku Hi-Fi, 4To B mepeBojie 03Ha4aeT «BBICOKAs TOUHOCTH.

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTeNsiX U adporoprax SBISETCS OTJIWYHOU
BO3MOXHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE AKCHepThl CUMTAIOT, YTO 001Ie10cTynHble Wi-
Fi cetu He aBnstoTCs 6€30MaCHBIMHU.

Cosempl no 6ezonacnocmu pabome 6 oouwedocmynusix cemax Wi-fi:



1. He nepenaraii cBoro nuunyto uHopmanmio depe3 odmenocrynasie Wi-Fi ceru. Pabotast B
HUX, KeJlaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHue-TO HOMEpa;

2. Hcnone3yii M OOHOBISIH aHTUBHPYCHBIE NpOrpaMMmbl H Opanmmayep. TeM caMbIM TbI
obe3omacuIb ce0st OT 3aKa4KK BUpYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkmtoun pynknuio «O0mmii octyn K Qaitiam 1 mpuHTEpaM».
Jannast GyHKIUS 3aKphITa IO YMOJYaHHIO, OJTHAKO HEKOTOPBIC MOJIH30BATEIIN AKTUBUPYIOT €€
JUIs y10OCTBa UCTIOIB30BAHNUS B paboTe nin yueoe;

4. He ucnons3yi nyosmunbiii WI-FI 11 mepenaym JIMYHBIX JaHHBIX, HAllpUMEp JJIs BBIXOJA B
COITMAIHHBIC CETH WJIM B DJICKTPOHHYIO TTOYTY;

5. Nnone3yi Tonbko 3amuiiennoe coequnenne yepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBOAM UMEHHO «https://»;

6. B mo6mieHOM Tenedone otkmoun GpyHkuuio «llonkmodyenne k Wi-Fi aBromarnueckny». He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacws.

COI(llaJleble cemu

ConuanbHble CETH aKTHMBHO BXOJST B HAIy JKU3Hb, MHOTHE JIFOJU PAaOOTAIOT U JKUBYT TaMm
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MIULIHAp] YETIOBEK, YTO SIBJISICTCS OJHOMN
CeIbMOI BCEX JKUTENEH IUTaHeThbl. MHOIHME IMOJIb30BATEIM HE MOHHUMAIOT, 4TO HH(MOpMaIus,
pPasMCIICHHAA UMU B COLMAJIBHBIX CCTAX, MOXKET OBITH HaﬁILCHa H HCII0JIb30BaHa KEM YroJHo, B
TOM YHCJIC HE 0053aTeNIbHO C OJIarMMH HAaMEPEHUSIMU.

OcHoegHnble coéemul no 6e30naAcHocCmu 6 couuaibHbvlx cemsax.

1. Orpanuub cnucok jpy3eil. Y Te0s B Ipy3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3anmiail cBOXO 4yacTHYIO >kM3Hb. He ykasbiBall mapoisiu, TenedoHsbl, ajapeca, AaTy TBOETro
POXIEHUS U APYTyH JHWYHYIO WH(GOpMalMio. 3I0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJIUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3ammmail cBOIO pemyTalMio - JAepKU €€ B YUCTOTE M 3aJaBail ceOe BOIpPOC: XOTes ObI THI,
YTOOBI ApYyrue IOJb30BaTEeNM BHUJEIH, YTO Thl 3arpyxaemb? Ilomymail, mpexae 4yeM 4YTo-TO
OITyOJIMKOBATh, HAMKMCATh U 3aTPy3UTh;

4. Ecm TBI rosopuiib € JKOJAbMH, KOTOPbBIX HC 3HACIHIb, HC I/ICHOJ'IB3YI71 CBOC PCAJIbBHOC UM U
APYT'YHO JINYHYIO PIH(bOpMaI_II/II/II UM, MECTO XKXUTCIbCTBA, MCCTO y‘{e6BI " [IpoUce;

5. Wzberait pasmemenust dororpaduii B MuTepHere, e Thl M300pakeH Ha MECTHOCTH,
110 KOTOPOH MOXKHO OTIPEICTNTH TBOE MECTOTIONIOKEHHUE;

6. Ilpu perucrtpanuu B COUMATBHONW CETH HEOOXOAMMO HCIIOJIB30BaTh CIIOKHBIC MapOJH,
cocrosmue u3 OykB v UG U ¢ KOJIUYECTBOM 3HAKOB HE MEHee &;

7. Ay conpanbHON CETH, MOYTHI U JPYTUX CAUTOB HEOOXOAWMO HCIIOJIB30BaTh Pa3HbIE MapOIIH.
Toraa ecnu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKY MOJIYy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

Dnexmponnsie denveu

DJEeKTPOHHbIE JEHbIM — 3TO OYECHb YIOOHBIA CHoco0 TIaTexeil, OJHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3THU JICHBIU.



3H€KTpOHHBIG ACHBTU ITIOABUIIUCH COBCEM HCAABHO MW HMCHHO H3-3a J3TOI'O0 BO MHOTI'HX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO ITPO HUX B 3aKOHAX.

B Poccun xe oHM (yHKIMOHHMPYIOT M O HUX YK€ MPOIMHUCAHO B 3aKOHE, TNIe UX Pa3AeisioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHHMMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpPOBOAUTH Onepauuu 0e3 HACHTH(PHKAIUK MOJb30BaTesl, a B
HEaHOHMMHBIX HJICHTH()UKALINY TTOIb30BATEIIS SBISETCS 00s3aTEIBHON.

Taxxe cienyer pa3auyarh 3JEKTPOHHbIE UATHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM )
U JIEKTPOHHbIE He(pUaTHbIE NEHbI (HE paBHBI TOCYAapCTBEHHBIM BaJIIOTaM).

OcHogénble coeembl no 6e30NACHOIL paﬁome C IJ1IEKIMPOHHbIMU oeHveamu:

1. TlpuBsiku K cueTy MOOWJIBHBIN TeneoH. DTO camblii YAOOHBIE M OBICTPBIA CcHOCOO
BOCCTAaHOBHUTH JOCTYNl K cueTy. llpuBsi3aHHBIA TeneoH MOMOXKET, eciu 3a0yAelb CBOM
IUIATEXKHBIM apoJIb WK 3aiIelIb Ha CAalT C HE3HAKOMOTO YCTPONCTBA;

2. HCHOHLSYﬁ OJIHOPA30BLIC ITApPOJIH. ITocne Inepexoaa Ha YCHUJIICHHYIKO aBTOPU3AIUIO Tebe yiKe
HE 6y,[[eT YIpoOKaThb ONACHOCTL KpaXu WJIN IIEPEXBATA IIATCIKHOI'O IMAPOJIS;

3. Beibepu cioxHbiii maposb. llpectrymHukam Oyner HE TMPOCTO Yraaarh CIIOXKHBIN
napoJib. HajnexxHsle maponu — 3T0 Napoiu, KOTOPbIE COAEPKAT HE MEHEE 8§ 3HAKOB U BKJIKOYAIOT
B ce0sl CTPOYHBIE M TPONMHCHBIE OYKBBI, HU(PPHI M HECKOJBKO CHMBOJIOB, TaKWe KaK 3HAK
nosiapa, GyHTa, BOCKIMIATENbHBIN 3HaK u T.11. Hampumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPHIM HE J10BEPSEILb.
dnekmponnas nouma

OJNEeKTpOHHAs MOYTa — 3TO TEXHOJOTUS M IPEJOCTAaBIIIEMBIE €0 YCIYTH IO NEPECBUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIEHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ ANEKTPOHHBIM  TOYTOBBIM  SIIMK  BBIJISIAMT — CIEAYIOIIMM  0OpasoMm:
UMs_TIOJIb30BaTeI(@UMsL_JoMeHa. Taikke KpoMme Iepefauyd MpoCTOro TeKCTa, HMEeTcs
BO3MOYKHOCTb IepesiaBaTh (paiibl.

OcHoeHble coéembl no Ge30nacHoll paﬁome C 3ﬂeKmp0HHOﬁ noumoii:

1. Hamo BbeIOpaTh NpaBUIBHBIM MOYTOBBI cepBHC. B uHTepHETE €CTh OTrPOMHBIN
BbIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JOBEPSATh TEM, KOI'O 3Haellb U KTO
IIEPBBII B PEUTHUHTE;

2. He yxa3pBalli B JM4YHON moute nu4Hylo uHHpopmauuoo. Hampumep, nydime BbeIOparh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3d;

3. Wcnonp3yil ABYXATaHYI aBTOPU3ALMI0. JTO KOIZla IOMHUMO IapoJisi HYXHO BBOAMTH KOZ,
npucbuIaeMblil mo SMS;

4. Beibepu cOXHBIA Tapoib. s KaKI0T0 MOYTOBOTO SIIMKA JTOJDKEH OBITh CBOW HAIC)KHBIMH,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTp BO3MOXHOCTh HamucaThb CAMOMY CBOM JIMYHBIM BOIIPOC, HCIHOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yit HECKOJIBKO MOUYTOBBIX SIIMKOB. [IepBhIii UIsi 4aCTHOW MEPENUCKH C aapecaTaMu,
KOTOPBIM ThI TOBEPSICIIb. JTO JIEKTPOHHBIN aJipec He HAJ0 MCIOIB30BaTh MPU PETUCTPAIMN Ha
dbopymax u caiftax;



7. He oTkpbiBail Qaiiibsl U Apyrue BIOXKEHUS B MUChbMAx JaXKe €CIM OHHM INMPHIUIA OT TBOMX
npy3ei. Jlydie yrouHU y HUX, OTHPABIISUTH JTU OHU TeOe ATH (aiiisbr;

8. Ilocie okoHuaHUs paOOTHI HA MOYTOBOM CEPBUCE IMEpe] 3aKPhITHEM BKIAJKH C CATOM HE
3a0y1p HaXaTh Ha «BBIATHY.

Kubepoynnunz unu eupmyanvroe uzoeeamesscmeo

Kubepoynnunz — mpecnenoBaHue COOOUICHHUSIMH, COJEPXKAIIMMH OCKOpPOJICHUS, arpeccuio,
3aIyTUBAaHNE; XYJIUTAaHCTBO; COLMATbHOE OOMKOTHPOBAHUE C MOMOIIBIO Pa3IUYHBIX HHTCPHET-
CEPBHCOB.

Ocnosnvle cogemul no 60pvoe c KubepoyIIuHZOM:

1. He Opocaiicst B 60#. Jlydmuii crioco0: mocoBeTOBaThCS Kak ceOsi BECTH W, €CJIM HET TOTro, K
KOMY MOXHO OOpaTUThCs, TO BHa4ajde YCIOKOWThCS. EcCiM Thl HadyHENIb OTBEYATh
OCKOPOJICHUSAMH Ha OCKOPOJICHHS, TO TOJBKO eIile OOJIbIIe Pa30XkKellb KOH(IIHUKT;

2. YopaBnsii cBoell kubeppernyranuei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIEeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTu XynUraHCKUN 00pa3 BUpTyajbHOW ku3HU. VIHTEepHET (UKCHpYyeT BCE TBOU
JNEHCTBUS U COXpaHSIET UX. Y TATUTh UX OyJIeT KpailHe 3aTpyIHUTEIBHO;

5. Cobmroiaii CBOM BHPTYaIbHYIO YECTh CMOJIOAY;

6. UWrnopupyit enuHu4yHbld HeraTuB. OJHOpa3oBble  OCKOPOUTEIbHBIE  COOOIICHHS
Jy4iie uTHOpUpoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4aabHOM CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITHATBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUH C ONPEJIETICHHBIX apEeCcOB;

8. Ecnu ThI cBuaeTens kuOepOymiauHra. TBou NeMcTBUSA: BBICTYHIHUTH HMPOTUB NpeciieioBaTes,
MOKa3aTh €My, YTO €ro JEWCTBUS OLIEHUBAIOTCS HEraTHBHO, MOJJEP’KaTh KEPTBY, KOTOPOMH
HYXHa TICUXOJIOTHYEeCKasi MOMOILb, COOOIIUTH B3pOCIBIM O (haKTe arpeCCUBHOTO MOBEICHMS B
CETH.

MoOumnbHbIH TenedhoH

CoBpeMeHHbIe cMapT(HOHBI U IUIAHILETH COAEpKaT B ceOe BIIOJIHE B3pOCIHbIA (YHKIHOHAM, U
TElepp OHM MOTYT KOHKYpHpOBaTh CO CTAallMOHApHBIMM KommbroTepamMu. OJHAKO, CpPEICTB
3alUTHI JJIs1 TOJOOHBIX YCTPOMCTB MOKa OYeHb Mayio. TeCTMpOBaHWE U MOUCK YS3BUMOCTEH B
HUX IPOUCXOIUT HE Tak HMHTeHCUBHO, kKak nis IIK, To ke camoe kacaercd W MOOMIBHBIX
MIPUIIOKEHUN.

COBpCMCHHLIC MOOUJIbHBIE 6paysepr>1 YKC MPAKTHYCCKU JOTHAJIM HACTOJIBHBIC aHAJIOT'U, OAHAKO
pacmiupeHuc (I)YHKL[I/IOHaJ'Ia BJIEUET 3a COOOM 6OJ'IBI_I_IYIO CJIO)KHOCTb U MCHBIIYIO 3alITUIIICHHOCTD.

Jlaneko He Bce TMPOM3BOIUTENHM BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIONINE KPUTHUYCCKHE
YSI3BUMOCTH JJIsI CBOUX YCTPOUCTB.

Ocnosnvle cogembl 015 6€30NACHOCHIU MOOUILHO20 menlehoHa:

1. Hudyero He sBIsieTCS MO-HACTOANIEMY O€CIUIaTHBIM. byab OCTOpPOKEH, Beab Korja Tede
npeaiaraloT OECIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TJIaTHBIC YCIIYTH;



2. Jlymaii, mpexae ueM otnpaButh SMS, ¢oto mnu Buneo. Thl TOYHO 3HACHIb, TA€ OHU OyIyT B
KOHEYHOM HUTOre?

3. Heo0x0aumo 0OHOBIIATH ONEPAMOHHYIO0 CUCTEMY TBOETO cMapThOHa;
4. Ucnionb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMIIBHBIX TEIEe()OHOB;

5. He 3arpyxail IpUIOKEHUS OT HEU3BECTHOIO HCTOYHUKA, BEIb OHU MOTYT COJEpXKaThb
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHUE;

6. [Tocne Toro Kak Thl BBIMACIIB C CaiiTa, TJIe BBOAWUJI JIMYHYIO HH(POPMAIIUIO, 3ai 11 B HACTPOUKHU
Opay3epa u ynanu cookies;

7. Ilepponuuecku NpoBepsid KaKKe IJIaTHbIE YCIIYTM aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. I[aBaﬁ cBOI HOMCp MOOHMIBLHOTO TeJ'IC(bOHa TOJIBKO JIIOIsIM, KOTOPBIX Thbl 3HACHIb U KOMY
JOBCPACIID,

9. Bluetooth nomkeH OBITh BBIKJIIOYEH, KOT/Ia ThI UM HE ToJb3yemibes. He 3a0biBaii mHOTIA
POBEPSATH 3TO.

Online uzput

COBpeMeHHI)IG OHJIaf/'IH-I/IFpI)I - OTO KpPaCOYHBIC, 3aXBaTbIBAOIIUC PA3BJICYCHUI, O6”I)€I[I/IH$IIOHII/I€
COTHHU TBICAY YECJIOBCK I10 BCEMY MHDPY. I/IFpOKI/I HCCICAYIOT I[aHHLIﬁ UM MHUD, O6IJ_[8.IOTC$I Apyr C
APYyrom, BBIIIOJJHAIOT 3aAaHus, CPpaAKar0TCA ¢ MOHCTpAaMU U IIOJIY4YarOT OIIBIT. 3a YAOBOJILCTBUC
OHU IIJIATAT: MMOKYIIAOT AUCK, OIIJIaYUBAIOT a0OHEMEHT HIJIH HpI/IO6peTaIOT KaKueC-TO OIIIHH.

Bce a1 cpeacTBa uayT Ha MojajepKaHWE M PAa3BUTHE UIPHI, @ TaKXKe Ha caMmy Oe30MacHOCTb:
COBEpUIEHCTBYIOTCS CHCTEMbI aBTOPH3allMH, BBITYCKAlOTCS HOBbIE MaTuu (IU(POBbIE 3aIlJIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUrpax CTouT OIacaTbCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXU TBOECTO
apoJist, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allUA OOJIBIIIMHCTBA urp.

OcHoeHble coéembl NO 6e30NACHOCHU MEOe20 uz2po6o2o akkaynma:

1. Ecnu npyroit urpok BefeT ceds MIoXo WM co3AaeT TeOe HeNpHUATHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxanyiics aAMHHHCTpaTOpaM HIPhl Ha IUIOXO€ IMOBEACHHUE 3TOT0 UIPOKA, >KEJIATEeIbHO
MPUIOKUTH KaKHe-TO JI0Ka3aTelbCTBa B BUJI€ CKPHUHOB;

3. He yka3bIBaii 1MuHyt0 HHGOpMaIuIo B mpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHHKOB IO UIPE;

5. He ycTanaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mcnionp3yil CII0KHBIE U pa3HbIE ApOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [1oka ThI urpaems, TBO KOMIBIOTEP
MOTYT 3apa3HTh.



QDuwunz unu Kpasdica 1udHblX OAHHbBIX

OOBIYHOM Kpa>1<eI71 ACHET U OOKYMCHTOB CEroAaHsA YK€ HHUKOI'O HE YAWBHIIb, HO C Pa3BUTHUEM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKH TICPEMCCTHIIMCE B HUHTCPHCT, W MMPOAOJDKAIOT
3aHUMAThCS «TIOOMMBIMY) JACIJIOM.

Tak nosiBUIachk HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUILUHT, TJIaBHAS I1€7h KOTOPOTO
COCTOHT B MOJTYYCHUH KOHPUACHIMAIBHBIX JaHHBIX MOJIb30BaTEIeH — JIOTUHOB U mapoieit. Ha
aHTJIMICKOM si3bIke phishing unTtaercs kak ¢umuHr (ot fishing — preiOHas noBms, password —
1apoJib).

OcHogHule cosempl no 60pvoe ¢ puwiunzom:

1. Cnenu 3a cBOMM akkayHTOM. Eciy ThI MOJ03peBaeiiib, YTO TBOSI aHKETa Obljla B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATh €€ U COOOUINTHh aJAMHHHCTpPATOpaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonb3yit 6e3omacHbie BeO-CATHI, B TOM YHCJIC, MHTEPHET-Mara3nHOB U TIOMCKOBBIX CHCTEM;

3. Hcnonw3yil cioxHble W paszHble mapoiad. Takum oOpa3om, ecid TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOTYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UITIO B CETH, a HE KO BCEM;

4. Ecou TeOsi B3JIOMalM, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
N00aBJIeHBI y T€0S B IPY3bSX, O TOM, YTO T€OS B3IOMAJIH U, BO3SMOXKHO, OT TBOEI0 MIMEHH Oy/eT
PacChUIaThCS CIIaM M CCHUIKM Ha (DUILIMHTOBBIE CAlTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MOOMITBHBIN TenedoH;
6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He otkpbiBail (aiiipl U Apyrue BIOXKEHUS B MUChMax Ja)K€ €CIIM OHH MPUIILIA OT TBOUX
npy3eit. Jlydie yrTouHu y HUX, OTHPABIISIIN JTU OHU TeOe AT (aifiibl.

Hugposas penymayus

[MudpoBast penyrauust - 3TO HEraTHUBHAs WM NO3UTHBHas HHQpopManus B ceTH o TeOe.
Komnpomerupyromass uHpopmanus pa3MelleHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peasibHOM ku3HU. «L{udpoBas penyranus» - 3T0 TBOM UMUK, KOTOPBIN
bopmupyetcs u3 uHbopMauu o Tede B UHTEPHETE.

TBoe mecto KUTCIILCTBA, y‘IC6LI, TBOC q)HHaHCOBOG IMOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa Hu
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CETH.

MHorue MOAPOCTKU JIETKOMBICIEHHO OTHOCATCS K NYyOJMKAalWU JIMYHOM HHpoOpManuu B
WnuTepHere, HE MOHUMAs BO3MOKHBIX MOCIEACTBHM. Thl 1axke HE CMOXKEIb J0raaTbCs O TOM,
yT0 (hoTOorpadusi, pazmerieHHas 5 JeT Ha3a/, cTajla IPUUYMHON 0TKa3a MPUHSTH Te0s Ha paboTy.

KommenTapuu, pazMernienre TBoux gororpaduii u Ipyrue ASMCTBUS MOTYT HE UCUE3HYTH JdaKe
MOCJIE TOTO, KaK ThI UX yJaJIUIIb. Thl HE 3HACIIb, KTO COXpPAaHWJ 3Ty WH(MOPMAIUIO, TTonana Ju
OHa B IIOMCKOBBIC CUCTEMBl M COXpaHWJIAch JIM OHA, a T[JIABHOE: YTO TMOAyMalwT O Tebe
OKPY’KaIoIIee JIFOJM, KOTOPhle HAMAYT U yBUAAT 3T0. HaliTn mHpOpMAIMI0 MHOTO JIET CITYCTS
CMOXET JI000N - Kak W3 JOOphIX MOOYXKIEHWH, TaK M C HaMEpPeHHEeM IPUYUHUTH BpEl.
DTO MOXET OBITh KTO YTOJTHO.

OcHosnble cogemul no 3aujume yuPpPosoll penymayuu:



1. [Moxymaii, mpexx/ie 4eM 4To-TO IMyOJIMKOBATh U NepeaaBarh y ceOs B O10re Wi B COLUATBHON
CeTu;

2. B mactpoiikax mnpo¢uis yCTaHOBM OrpaHHYEHHs Ha MPOCMOTP TBOEro mnpoduias u
€ro COJEPIKUMOT0, C/IeNail €ro TOJIBKO «UI APY3ei»;

3. He pasmemaii u He yka3piBall WH(OPMAILIMIO, KOTOpas MOXET KOro-jiu0o OCKOpOJIATh
WAIN OOMKaTh.

Aemopckoe npago

CoBpeMeHHBIE IIKOJIBHUKU- aKTUBHBIC TOJB30BaTeM IUGPPOBOTO mpocTpancTBa. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTMMHU BO3MOXHOCTSMHU LU(GPOBOro Mupa Tpedyer
coOroIeHHsI TPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTENIEKTyaldbHass COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHBIM  TBOPEHUSIM
YEJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETeHUN M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TMPOIYKTHl M YCIyT'HW , W 3aKaH4yuBas KHHUramu, Qororpadusmu, KuHOPUIBMAMHU U
MY3BIKAJIIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO IIpaBa HAa MHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha IPOU3BEJICHUS HAYKH,
JUTEpaTyppl U MCKYCcCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KadeCTBE IapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTaxX CBOEro TpyZa, NOJYYUTh U3BECTHOCTb U NPU3HAHUE.
Huxkro 6e3 paspemieHust aBTopa HE MOKET BOCIIPOU3BOIUTH €TI0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBATh, IPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJINYHO
UCTIOJIHATD, I0KA3bIBATh/UCIOIHAT B 3(Hpe UK pa3meriaTts B IHTepHeTe.

Hcnonp30BaHue «IUPaTCKOro)» MNPOrpaMMHOI0 OOECIeueHUs] MOXKET NPUBECTH K MHOTUM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM AaKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, Il
YCTaHOBJICHHBI HE JierajpHas mnporpamma. He cTouT Ttaxke 3a0bIBaTh, YTO CYLIECTBYET
JerajabHble U OeCIUIaTHBIE IPOTrPaMMBbl, KOTOPbIE MOKHO HAalTH B CETH.

O nopmane

CereBuuok.p( - TBOM TNIaBHBII COBETYHMK B CETU. 3/1€Ch Thl MOKEIIb Y3HATh O 0€30MacHOCTH B
CeTH TMOHSATHBIM U JIOCTYITHBIM SI3BIKOM, a TPH BO3HUKHOBCHHH KPUTHYECCKOW CHUTYaIlUU
0o0paTUThCS 32 COBETOM. A Takke MPUHATH y4acTHE B KOHKypCcaX M CTaThb CaMbIM HU(POBBIM
rpakJJaHUHOM!



